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Layer 2—LAN Switching Command Reference

5.

Step Command Remarks 

1. system-view 

2.
vlan vlan-id

3.
private-vlan primary 

4. quit 

5. vlan vlan-id1  to vlan-id2 all



Step Command Remarks 

6. quit 

7.
vlan vlan-id

8.
private-vlan secondary vlan-id-list

9. quit 

10. interface interface-type 
interface-number

11. port private-vlan vlan-id
promiscuous

port private-vlan vlan-id-list
trunk promiscuous

12. quit 

13. interface interface-type 
interface-number

14. 

a
port link-type access
hybrid | trunk

b

port access vlan vlan-id
c

port trunk permit vlan
vlan-id-list all

d

port hybrid vlan vlan-id-list
tagged untagged

15. 
port private-vlan host 

port private-vlan vlan-id-list
trunk secondary 

16. quit 

17. 
vlan vlan-id

18. 
undo private-vlan isolated 

private-vlan community 

19. quit 



Step Command Remarks 

20. 

a

interface vlan-interface 
interface-number

b

private-vlan secondary
vlan-id-list

c

ip address ip-address
mask-length  mask sub

d

ipv6 address ipv6-address
prefix-length
ipv6-address prefix-length

e
local-proxy-arp enable

f
local-proxy-nd enable 

Layer 
3—IP Services Configuration 
Guide

local-proxy-arp 
enable local-proxy-nd 
enable Layer 
3—IP Services Command 
Reference

display

Task Command 

display private-vlan primary-vlan-id

Network requirements 



Figure 57 Network diagram 

Configuration procedure 

1.

<DeviceB> system-view 

[DeviceB] vlan 5 

[DeviceB-vlan5] private-vlan primary 

[DeviceB-vlan5] quit 

[DeviceB] vlan 2 to 3 

[DeviceB] vlan 5 

[DeviceB-vlan5] private-vlan secondary 2 to 3 

[DeviceB-vlan5] quit 

[DeviceB] interface ten-gigabitethernet 1/0/5 

[DeviceB-Ten-GigabitEthernet1/0/5] port private-vlan 5 promiscuous 

[DeviceB-Ten-GigabitEthernet1/0/5] quit 

[DeviceB] interface ten-gigabitethernet 1/0/2 

[DeviceB-Ten-GigabitEthernet1/0/2] port access vlan 2 

[DeviceB-Ten-GigabitEthernet1/0/2] port private-vlan host 

[DeviceB-Ten-GigabitEthernet1/0/2] quit 

[DeviceB] interface ten-gigabitethernet 1/0/3 

[DeviceB-Ten-GigabitEthernet1/0/3] port access vlan 3 

[DeviceB-Ten-GigabitEthernet1/0/3] port private-vlan host 



[DeviceB-Ten-GigabitEthernet1/0/3] quit 

2.

<DeviceC> system-view 

[DeviceC] vlan 6 

[DeviceC–vlan6] private-vlan primary 

[DeviceC–vlan6] quit 

[DeviceC] vlan 3 to 4 

[DeviceC] vlan 6 

[DeviceC-vlan6] private-vlan secondary 3 to 4 

[DeviceC-vlan6] quit 

[DeviceC] interface ten-gigabitethernet 1/0/5 

[DeviceC-Ten-GigabitEthernet1/0/5] port private-vlan 6 promiscuous 

[DeviceC-Ten-GigabitEthernet1/0/5] quit 

[DeviceC] interface ten-gigabitethernet 1/0/3 

[DeviceC-Ten-GigabitEthernet1/0/3] port access vlan 3 

[DeviceC-Ten-GigabitEthernet1/0/3] port private-vlan host 

[DeviceC-Ten-GigabitEthernet1/0/3] quit 

[DeviceC] interface ten-gigabitethernet 1/0/4 

[DeviceC-Ten-GigabitEthernet1/0/4] port access vlan 4 

[DeviceC-Ten-GigabitEthernet1/0/4] port private-vlan host 

[DeviceC-Ten-GigabitEthernet1/0/4] quit 

Verifying the configuration 

[DeviceB] display private-vlan 

 Primary VLAN ID: 5 

 Secondary VLAN ID: 2-3 

 VLAN ID: 5 

 VLAN type: Static 

 Private VLAN type: Primary 

 Route interface: Not configured 

 Description: VLAN 0005 

 Name: VLAN 0005 

 Tagged ports:   None 

 Untagged ports: 

    Ten-GigabitEthernet1/0/2 

    Ten-GigabitEthernet1/0/3 

    Ten-GigabitEthernet1/0/5 



 VLAN ID: 2 

 VLAN type: Static 

 Private VLAN type: Secondary 

 Route interface: Not configured 

 Description: VLAN 0002 

 Name: VLAN 0002 

 Tagged ports:   None 

 Untagged ports: 

    Ten-GigabitEthernet1/0/2 

    Ten-GigabitEthernet1/0/5 

 VLAN ID: 3 

 VLAN type: Static 

 Private VLAN type: Secondary 

 Route interface: Not configured 

 Description: VLAN 0003 

 Name: VLAN 0003 

 Tagged Ports:   None 

 Untagged Ports: 

    Ten-GigabitEthernet1/0/3 

    Ten-GigabitEthernet1/0/5 

Network requirements 



Figure 58 Network diagram 

Configuration procedure 

1.

<DeviceB> system-view 

[DeviceB] vlan 5 

[DeviceB-vlan5] private-vlan primary 

[DeviceB-vlan5] quit 

[DeviceB] vlan 10 

[DeviceB-vlan10] private-vlan primary 

[DeviceB-vlan10] quit 

[DeviceB] vlan 2 to 3 

[DeviceB] vlan 6 

[DeviceB-vlan6] quit 

[DeviceB] vlan 8 

[DeviceB-vlan8] quit 

[DeviceB] vlan 5 

[DeviceB-vlan5] private-vlan secondary 2 to 3 

[DeviceB-vlan5] quit 

[DeviceB] vlan 10 

[DeviceB-vlan10] private-vlan secondary 6 8 

[DeviceB-vlan10] quit 

[DeviceB] interface ten-gigabitethernet 1/0/1 

[DeviceB-Ten-GigabitEthernet1/0/1] port private-vlan 5 10 trunk promiscuous 

[DeviceB-Ten-GigabitEthernet1/0/1] quit 



[DeviceB] interface ten-gigabitethernet 1/0/2 

[DeviceB-Ten-GigabitEthernet1/0/2] port access vlan 2 

[DeviceB-Ten-GigabitEthernet1/0/2] port private-vlan host 

[DeviceB-Ten-GigabitEthernet1/0/2] quit 

[DeviceB] interface ten-gigabitethernet 1/0/3 

[DeviceB-Ten-GigabitEthernet1/0/3] port access vlan 3 

[DeviceB-Ten-GigabitEthernet1/0/3] port private-vlan host 

[DeviceB-Ten-GigabitEthernet1/0/3] quit 

[DeviceB] interface ten-gigabitethernet 1/0/4 

[DeviceB-Ten-GigabitEthernet1/0/4] port access vlan 6 

[DeviceB-Ten-GigabitEthernet1/0/4] port private-vlan host 

[DeviceB-Ten-GigabitEthernet1/0/4] quit 

[DeviceB] interface ten-gigabitethernet 1/0/5 

[DeviceB-Ten-GigabitEthernet1/0/5] port access vlan 8 

[DeviceB-Ten-GigabitEthernet1/0/5] port private-vlan host 

[DeviceB-Ten-GigabitEthernet1/0/5] quit 

2.

[DeviceA] vlan 5 

[DeviceA-vlan5] quit 

[DeviceA] vlan 10 

[DeviceA-vlan10] quit 

[DeviceA] interface ten-gigabitethernet 1/0/1 

[DeviceA-Ten-GigabitEthernet1/0/1] port link-type hybrid 

[DeviceA-Ten-GigabitEthernet1/0/1] port hybrid vlan 5 10 tagged 

[DeviceA-Ten-GigabitEthernet1/0/1] quit 

Verifying the configuration 

[DeviceB] display private-vlan 5 

 Primary VLAN ID: 5 

 Secondary VLAN ID: 2-3 

 VLAN ID: 5 

 VLAN type: Static 

 Private VLAN type: Primary 

 Route interface: Not configured 

 Description: VLAN 0005 



 Name: VLAN 0005 

 Tagged ports: 

    Ten-GigabitEthernet1/0/1 

 Untagged ports: 

    Ten-GigabitEthernet1/0/2 

    Ten-GigabitEthernet1/0/3 

 VLAN ID: 2 

 VLAN type: Static 

 Private VLAN type: Secondary 

 Route interface: Not configured 

 Description: VLAN 0002 

 Name: VLAN 0002 

 Tagged ports: 

    Ten-GigabitEthernet1/0/1 

 Untagged ports: 

    Ten-GigabitEthernet1/0/2 

 VLAN ID: 3 

 VLAN type: Static 

 Private VLAN type: Secondary 

 Route interface: Not configured 

 Description: VLAN 0003 

 Name: VLAN 0003 

 Tagged ports: 

    Ten-GigabitEthernet1/0/1 

 Untagged ports: 

    Ten-GigabitEthernet1/0/3 

Network requirements 



Figure 59 Network diagram 

Configuration procedure 

1.

<DeviceA> system-view 

[DeviceA] vlan 10 

[DeviceA-vlan10] private-vlan primary 

[DeviceA-vlan10] quit 

[DeviceA] vlan 20 

[DeviceA-vlan20] private-vlan primary 

[DeviceA-vlan20] quit 

[DeviceA] vlan 11 to 12 

[DeviceA] vlan 21 to 22 

[DeviceA] vlan 10 

[DeviceA-vlan10] private-vlan secondary 11 12 

[DeviceA-vlan10] quit 

[DeviceA] vlan 20 

[DeviceA-vlan20] private-vlan secondary 21 22 



[DeviceA-vlan20] quit 

[DeviceA] interface ten-gigabitethernet 1/0/5 

[DeviceA-Ten-GigabitEthernet1/0/5] port private-vlan 10 20 trunk promiscuous 

[DeviceA-Ten-GigabitEthernet1/0/5] quit 

[DeviceA] interface ten-gigabitethernet 1/0/1 

[DeviceA-Ten-GigabitEthernet1/0/1] port access vlan 22 

[DeviceA-Ten-GigabitEthernet1/0/1] port private-vlan host 

[DeviceA-Ten-GigabitEthernet1/0/1] quit 

[DeviceA] interface ten-gigabitethernet 1/0/3 

[DeviceA-Ten-GigabitEthernet1/0/3] port access vlan 12 

[DeviceA-Ten-GigabitEthernet1/0/3] port private-vlan host 

[DeviceA-Ten-GigabitEthernet1/0/3] quit 

[DeviceA] interface ten-gigabitethernet 1/0/2 

[DeviceA-Ten-GigabitEthernet1/0/2] port private-vlan 11 21 trunk secondary 

[DeviceA-Ten-GigabitEthernet1/0/2] quit 

2.

<DeviceB> system-view 

[DeviceB] vlan 11 

[DeviceB-vlan11] quit 

[DeviceB] vlan 21 

[DeviceB-vlan21] quit 

[DeviceB] interface ten-gigabitethernet 1/0/2 

[DeviceB-Ten-GigabitEthernet1/0/2] port link-type hybrid 

[DeviceB-Ten-GigabitEthernet1/0/2] port hybrid vlan 11 21 tagged 

[DeviceB-Ten-GigabitEthernet1/0/2] quit 

[DeviceB] interface ten-gigabitethernet 1/0/3 

[DeviceB-Ten-GigabitEthernet1/0/3] port access vlan 11 

[DeviceB-Ten-GigabitEthernet1/0/3] quit 

[DeviceB] interface ten-gigabitethernet 1/0/4 

[DeviceB-Ten-GigabitEthernet1/0/4] port access vlan 21 

[DeviceB-Ten-GigabitEthernet1/0/4] quit 

3.

<DeviceC> system-view 

[DeviceC] vlan 10 



[DeviceC-vlan10] quit 

[DeviceC] vlan 20 

[DeviceC-vlan20] quit 

[DeviceC] interface ten-gigabitethernet 1/0/5 

[DeviceC-Ten-GigabitEthernet1/0/5] port link-type hybrid 

[DeviceC-Ten-GigabitEthernet1/0/5] port hybrid vlan 10 20 tagged 

[DeviceC-Ten-GigabitEthernet1/0/5] quit 

Verifying the configuration 

[DeviceA] display private-vlan 10 

 Primary VLAN ID: 10 

 Secondary VLAN ID: 11-12 

 VLAN ID: 10 

 VLAN type: Static 

 Private-vlan type: Primary 

 Route interface: Not configured 

 Description: VLAN 0010 

 Name: VLAN 0010 

 Tagged ports: 

    Ten-GigabitEthernet1/0/2 

    Ten-GigabitEthernet1/0/5 

 Untagged ports: 

    Ten-GigabitEthernet1/0/3 

 VLAN ID: 11 

 VLAN type: Static 

 Private-vlan type: Secondary 

 Route interface: Not configured 

 Description: VLAN 0011 

 Name: VLAN 0011 

 Tagged ports: 

    Ten-GigabitEthernet1/0/2 

    Ten-GigabitEthernet1/0/5 

 Untagged ports: None 

 VLAN ID: 12 

 VLAN type: Static 

 Private-vlan type: Secondary 

 Route interface: Not configured 

 Description: VLAN 0012 

 Name: VLAN 0012 

 Tagged ports: 

    Ten-GigabitEthernet1/0/5 

 Untagged ports: 



    Ten-GigabitEthernet1/0/3 

Network requirements 

Figure 60 Network diagram 

Configuration procedure 

<DeviceA> system-view 

[DeviceA] vlan 10 

[DeviceA-vlan10] private-vlan primary 

[DeviceA-vlan10] quit 

<DeviceA> system-view 

[DeviceA] vlan 2 to 3 

[DeviceA] vlan 10 

[DeviceA-vlan10] private-vlan primary 

[DeviceA-vlan10] private-vlan secondary 2 3 

[DeviceA-vlan10] quit 



[DeviceA] interface ten-gigabitethernet 1/0/1 

[DeviceA-Ten-GigabitEthernet1/0/1] port private-vlan 10 promiscuous 

[DeviceA-Ten-GigabitEthernet1/0/1] quit 

[DeviceA] interface ten-gigabitethernet 1/0/2 

[DeviceA-Ten-GigabitEthernet1/0/2] port access vlan 2 

[DeviceA-Ten-GigabitEthernet1/0/2] port private-vlan host 

[DeviceA-Ten-GigabitEthernet1/0/2] quit 

[DeviceA] interface ten-gigabitethernet 1/0/3 

[DeviceA-Ten-GigabitEthernet1/0/3] port access vlan 3 

[DeviceA-Ten-GigabitEthernet1/0/3] port private-vlan host 

[DeviceA-Ten-GigabitEthernet1/0/3] quit 

[DeviceA] interface vlan-interface 10 

[DeviceA-Vlan-interface10] private-vlan secondary 2 3 

[DeviceA-Vlan-interface10] ip address 192.168.1.1 255.255.255.0 

[DeviceA-Vlan-interface10] local-proxy-arp enable 

[DeviceA-Vlan-interface10] quit 

Verifying the configuration 

[DeviceA] display private-vlan 10 

 Primary VLAN ID: 10 

 Secondary VLAN ID: 2-3 

 VLAN ID: 10 

 VLAN type: Static 

 Private VLAN type: Primary 

 Route interface: Configured 

 IPv4 address: 192.168.1.1 

 IPv4 subnet mask: 255.255.255.0 

 Description: VLAN 0010 

 Name: VLAN 0010 

 Tagged ports:   None 

 Untagged ports: 

    Ten-GigabitEthernet1/0/1 

    Ten-GigabitEthernet1/0/2 

    Ten-GigabitEthernet1/0/3 

 VLAN ID: 2 

 VLAN type: Static 

 Private VLAN type: Secondary 

 Route interface: Configured 



 IPv4 address: 192.168.1.1 

 IPv4 subnet mask: 255.255.255.0 

 Description: VLAN 0002 

 Name: VLAN 0002 

 Tagged ports:   None 

 Untagged ports: 

    Ten-GigabitEthernet1/0/1 

    Ten-GigabitEthernet1/0/2 

 VLAN ID: 3 

 VLAN type: Static 

 Private VLAN type: Secondary 

 Route interface: Configured 

 IPv4 address: 192.168.1.1 

 IPv4 subnet mask: 255.255.255.0 

 Description: VLAN 0003 

 Name: VLAN 0003 

 Tagged ports:   None 

 Untagged ports: 

    Ten-GigabitEthernet1/0/1 

    Ten-GigabitEthernet1/0/3 

Route interface Configured


